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Chapter | Preface

Processes - The key of SEHR projects

Total Quality Management (TQM) and Business Process Reengineering encouraged
businesses to look at their processes holistically. Now that TQM and disease management
programs have been started to solve financal problems of healthcare by keeping the quality
untouched, it has become necessary to look at new ways of managing processes in healthcare.
A typical healthcare process today will be complex and multicentric, involving many medical and
social resources in a lot of different roles. On chronic diseases like diabetic disorders it will be
necessary to repeat processes of diagnostic, treatment and other procedures many times while
using but also improving current standards, procedures and clinical pathways embodied in it.
Crucially, any improvements identified while performing a process should be incorporated as soon
as possible to let other patients partizipate.

The SEHR Administration is not a technical administration in the typical manner. To understand
the administration of the System for Electronic Healthdata Recording (SEHR) some basic facts
you should know as described in chapter #1.
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Chapter Il What is SEHR?

Ok, some words the initial authors will tell you to understand what you are administration now.
SEHR is an abbreviation for System of Electronic Healthdata Recording.

Historical fundamentals of the SEHR concept are present since 1994 in different applications and
projects where the initiating authors have been involved. This new, growing 6th generation will be
developed for an upcoming economic world in healthcare where medical information pathways
become a fundamental resource to keep the costs in balance with an excpected continuosly
improving quality of care by the patients. The goal of SEHR is to present a platform independen
and open system for professionals in ambulatory centers and hospitals or other facilities in
healthcare which are sharing resources and which want to improve the information availability of
patient records - when they are needed — at any place and any time.

i SEHR - Mozilla Firefox [_[O] ]|
Eile Edt “iew Go Bookmaks Tools Help

L ) —
G-t - & B ) |G heenmiense e ) =8

|_| Firefox Help | | Firefox Support || Plug-in FAQ
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wered by
System for Electronic Heaith Recording =APACHE
Welcome! Monday, September 27, 2004 20:07:05

SEHR g8 work =

Type Username and passwaord:
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elcome to the SEHR i
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1 line
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< Register nowl
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hosted by
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Basics of the SEHR History to know

The concept of SEHR is reflecting more than 10 years experience in medical dataprocessing by
the authors. Since a couple of month the initiating authors are focused on consultancy services in
medical informatics and integrated care i.e. resource and information management projects.

The initiating authors were

Silvia Haase, teaching dataprocessing and database management systems in medicine at the
University of Applied Services Hamburg, tries ,to keep the mass and rising of data retrievable and
usable“.

Hans-J. Haase, working as a consultant at the Institute for Economics&Telematics in Healthcare
(IFETH), U.K.

The idea was not to build central, globalistic systems of mass storages or to reform the whole data
processing in healthcare — The practical concept is focused on the ongoing daily work of
professinals retrieving a lot of new data about their patients locally in their facilities. The patient is
moving around during a more or less chronic or intensitive healthy event and the documentation
should be moved with the patient. Sounds simple, but there are a lot of traps not to be covered
here. In fact, the SEHR reflects the TOP 3 items defined by the authors based on their 10 year
experience on projects in medical information management:

1. Informations about patients must be handled secure - the privacy is untouchable
2. If a patient is shared, the documentation must be shared too

3. The informations must be shared simple, stored simple and simple retrievable;
health professionals are no computer experts — they have their skills in diagnostic and
treatment!

The ball is in your basket now to administrate the SEHR server you have setup to assign new
professionals as users, maintain the databases that they are working 365 24h and keep the
centers working. That's all! Ok, not really, the information processes are build by professionals and
there will be a lot of ,plugable® modules reflecting the areas of interest like home care, paediatric,
diabetic or surgery. As the administrator you maintain these modules within the framework by
updating them frequently, but there is (should be) no development like scripting etc.
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Chapter lll Administration of a SEHR Zoneserver

The administration of SEHR reflects three parts: the managment of a zone, the centers and users
itself.

The zone is defined as the technical area of a SEHR server. The administration of a zone is
devided into the more technical administration of the server and the services like mail, Apache
WEB service and SEHR applications and an organizational part regarding the administration of
SEHR users, centers and the assignment of SEHR services to centers and users.

Each zone may serve one or more individual working groups in healthcare. The head of such a
working group is a center, which is added to a zone. Once registered the zone may serve standard
and additional SEHR services. The standard services like mailservice are independent from center
rules and available for all active SEHR users of a zone. The additional SEHR services are offered
by the centers. Once a service is assoziated with a center this service can be assigned to the
users.

The user administration is a more complex part due to the role and right management in
conjunction to the operating system (currently only Linux is supported). The SEHR administration
tool creates for new users a system. The user is now defined at the zoneserver and the zone is his
'homezone'. The user is able to use standard services of the server like mail and WEB services
but he must be seperately assigned to each service offered by the centers of the zone to use
them.

This was the administration in theory so far. Assuming that the SEHR system was setup properly
there is a login screen starting the SEHR-OSI administration tool:

Type in the name and password of the organization owner of the SEHR running environment
defined at the setup procedure, by default it is the 'orgadmin’. Note: There is no hidden, magic or
sth. like default, worldwide usable password due to security aspects! Only the 'root' of the server
where the SEHR framework is running can (re-)define the ,owner* of SEHR system (so don't ask
the authors of SEHR)

: SEHR Systeminterface - Mozilla Firefox H[=] B3
Fil: Edt View Go Bookmaks Tooks  Help

G-y - & ) [ hpesnoa18098 30000/ sshrosindenisp =l[IcL

|_| FiefoxHelp || Firefox Support |_| Plugin FAQ

5 E h banner-
r;‘ SEHR-Systeminterface wered by
ng APACH

N_[®  Welcome Monday, September 27, 2004 20:51:41
ISEHR - System for Electronic Health Recordin

Login to the SEHR administration

service: Welcome to the system of infarmation management in manged care!

: Historical fund, Is of the SEHR concept are present since 1994 in different applications and projects where
Login: [ the authors have been involved. This new, growing Bth generation will be developed for an upcoming economic world
in healthcare where medical information pathways become a fundamental resource ta keep the costs in balance
F: d
A2y with an excpected quality of care by the patients. The goal is a close warking together of ambulatary and clinical
Login professionals by sharing resources and making informations avaiable where they are needed

Easswatd sty The concept of SEHR was devided by the initial authors in the following categories to let the users participate in

Cookies must be enabled pastthis any way

point.

® Binary distribution concept with consultant services, warranty, special modules needed by a healthcare
institution

» Development by the Gpen Source community to involve experts as needed to salve special problems in

Home/Starpage
Home/Staripage electronic healthdata recording to let standards grow

Any SEHR server is still a node of interchanging healthdata informations in integrated care communities. While
Notification to regular users: most applications on the market are proprietary and build on "thick" clientfserver technology this generation of
Sorry, the login here is for medical software started an a multi-tier based and platform independant technalogy by JAVA using the framewark
administrators only! of Apache Foundation projects.
Hinweis fiir Anwender: Die
Anmeldung (Login} an dieser The Underlaying Concept of Shared Information Management

Stelle ist nur fir
Wiatsd The transfer of health records is based on an "any-to-any" IP technalogy managed by so called " =l

| Done ! Vo
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Administration of Users, Services and Centers in Practice

Maintaining Centers

Use the ,Zone“ tab to maintain the centers for communities of health professionals. Select your
local Zone and click the ,open“ button. Don't click the ,new“ button in the list of zones. This is a
feature to connect your zone to another zone to let the communities grow :)

{ SEHR-Systeminterface - Mozilla Firefox [_ O[]
Fie Edt Vew Go Bookmaks Tools Help
@& -y - [@ E:w @ [ L1 itpsnsate0ge: fuosiiadihe zonslsn = ficy
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Logout € 201010 Testserver 2004-01-01
2 items found, displaying all items. 1
I opel Edit| pel| new| Exit
287 BDFBAFAB4AZEC506F T DA3 LBAF BAE
Login Tims: 04.11.04 12047
i
Done 4

The zonerecord will be displayed and you are able to add, edit or deactivate centers:
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= Frap: =~
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Show Sererstatus [»] 1D Centertitle Registered Record deactivated
Lunch GUI Application ¢ 201010 Testcenter

Logout One item found. 1

‘ecie| el el it
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Login Time: 04.11.04 12:04:47

4| |
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To add a center click in the centeradministration on the 'new' button. A form will be displayed
where you type in the name of the center and select a responcible contact. The contactlist is
prepared by the user contact table. If there are no users defined yet or contacts you can assign a
contact later. After you finished this small step the klick the 'save'-button and the SEHR core

module will do now the following things for you:
v Creating the database for sharing documentation
v Creating a center record in the zone database

v Creating a system user and group account for the center for storing files, WEB pages etc.

1 SEHR-Spsteminterface - Mozilla Firefox ==
Eile Edit  Miew E'o Bookmarks  Todls  Help
< o- 0 - & ) [0 weengaie0 863800 sch-cs/Netsdnin 2 i [0
|_| Firefor Help | | Firefox Suppart || PlugHin FAQL ##'rahoo! Deutschland
) - banner-
fy SEHR-Systeminterface W by
- IX L APACHE
5 " YWelcome Thursday, Movember 04, 2004 12:08:33
Administration
SEHR Start 3 :
S Administration _ Zone
Adrmin Startpage
Administration Canter Administration
Temest Manager N;me/‘rltle of IHMO Kaiser Permanente Denver
Show Senerstatus the center
Lunch GUI Application Filename of Iimtradoc.gdh
Logaut s Accept or type in another name [ne path) of the db file! Database will
= v be created,
:
7 dEAl s Center Contact I——— select contact --- j =
287BBDFEAFAB9422CE26F7 DE3CEAFBOE c
Login Time: 0<.11.0d 12:04:47 '—Saﬂ _Ca_nc_e_iJ
4 | ¥
| Done | v
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Maintain SEHR services

The SEHR services are devided into 3 basic categories: SEHR Core Administration, SEHR basic
services served by the system like mail and finally the SEHR module based services for the
patient related data management itself

Maintaining the services takes place within the 'service' tab.

3 SEHR-Systeminterface - Mozilla Firefox [ [Ofx]
Fle Edt Yew Go Bookmaks ook Help
@ - - & ) D niwen9a1e05.3 a0 sshios/adnin services. | =8
|| Firsfox Help | | Firefos Support || Plugrin FAQ 7 Yahoo! Dewtschland
=
- banner
) < a SEHR-Systeminterface Ww
/ RN APPSO HE
. Ll' ‘Welcome Thursday, November 04, 2004 12:18:13

Administration
SEHR Startpage

; Ad [ Zone
Admin Startpage .
Administration = - =
Tomcat Manager ﬂl D_ell M‘ &l _l Services of | -- select center -~ = 5L|EI
Show Sererstatus [x] ID ZONE CENTERTitle URL
Lunch GUI Application http:/198,180.86.3: 8080 /sehr-hco/(User)
Logout reg] i 2010100 Info http:/138.180.96.3: 8080/sehr-hca/admin,
{Admns) -

i http://198.180.96.3/sehr/(User
[X] 10012010100 SEHR-Systeminterface http://198.180.96.3:8080/5ehr-0s)/ (Admins)

http:/198.180.96,3:8080/sehr-ums/(User)

D:
267BBDFEAF4B4422 CEEEF7 DEICEAFBOE
Login Time: 04.11.04 1204:47

regl 2 2010100 Mail http:/198.180.96,3: 8080/ sehr-urns/admin,
Admins
3 items found, displaying all items, 1
Edit| Del| WNew| Exit
Rl | »

| Done | v

The top-level system service of SEHR is the SEHR Administration Tool itself. You can't do
anything here and for preventing inconsistencies the select field is blocked by a 'X".

The basic services like mail and information portals are marked by a link named 'reg'. With this link
you assign the service to all active users of the zone at once. By SEHR project convention the
basic services are NOT center related and should be available to all users of a zone.

To assign already installed(!) SEHR modules to a center you klick the 'new' button.

+ SEHR-Systeminterface - Mozilla Firefox

Fle Edt Vew Go Bookmaks Tooks Help

- & L ) [ s 19098 3a0a0/sehvosieniceddnin e

|| FirefoxHelpy |_| Firefox Suppott |_| Plugrin FAQ

5 E h j banner
r(;;‘ SEHR-Systeminterface red by

APAGCHE

y_[® Welcome Monday, September 27, 2004 21:26:22
-+ anline ++ & A dministration
Jorg!
O A adminstraton [NUSSEMN PESRiEs) zone
Logout
Home/Startpage This form is intended to adopt module based services of medical dataprocessing like laboratory data or disease
Adiinstration management to centers rumning om this local zone.

The service remain available until the date "end of service” is set. This will unregister the service.

Tomeat Manager MB: The racord will nat be deleted to keep medical recard intagrity done by this service.

Show Serveretatus

Lunch GUI Application ot [ Select center — 1]
System Notice aiect cente. -

Notification to regular users:
Sorry, the login here is for
administrators only! Category (groupy
ender: Die
) an diese:

Service

Title

URL far users

URL far administration

Accept/Save | cancel =

Done [
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User administration

The user administration is a little bit more complex than to administer centers and services. The
basic view of the user tab is the list of users registered at the zone.

b dolp
G- & G [ s s [
L Fidui Hep || Fisfus St || Phayin FaQ

S E r& F SEHR-Systeminterface ered by 8

APACHE
Monday, Saftembar 27, 2104 21 37:48

A weln

Walcoma Hans.Jorg!

+ SEHR-Systeminterface - Mozilla Firefox
File Edt VYiew Go Bookmaks Tools Hep

G- - B L D[ he198100.9 30000 sehs serbdnin =

|| Firefow Help || Firsfox Support || Plug-n FAG

‘: - banner-
S E | I Fét SEHR-Systeminterface red by
Wi il racHE

8 [® Welcome Monday, Septembar 27, 2004 21:43.38

e@dc
et 1 @rhk a-hn om

++ online ++ 8 Adrinistration

Welcome Hans-Jarg!
Administration _ m Zane

= = = Logout
R ———— I |
Home/Staripage Account Edit| _Del| mew| [ E Contact Edit| pel| New|
Admiristration Accountname testbl chef [244] Office 1 5 sel
Tomeat Manager Narng, First Test, Britt
Show Serverstalus efail (for Britt Test
Lunch GUI Application validations) m@RmEdie: fdas
Hormedirectary Shome/null HGS
Notification to regular users: bR ,—_Iwug/4322
Sorry, the login here is fnr. Rt fetive - C_hg‘l
administrators only! services edit| Dold new| Access Fdit] Dele] New

Hinweis fur Anwender: Die
Anmeldung {Login) an dieser
Stelle ist hur fur
Administratoren!

201010 - Mail =
201010 - Info

btest@mednet.de.dt@telekom hh {10.1.2.1 ) =

Done. [

The basic view is a file like design of the user details records. There are four sections for each
user on the file: the account, contact, service assignment and finally the accesspoint data for
informational purposes how to login to the intranet/healthnet.

© 2004 IFETH (Institute for Economics&Telematics in Healthcare, U.K. (www.ifeth.org)

© SEHR is a concept by the authors 'Haase, S & Haase, HJ'. The server based information management of healthdata recording (SEHR) is
OpenSource published at Attp.//sehr.sourceforge.net under the Sun Industry Standard Source Licence (SISSL); This documentation is published
under GNU Free Documentation Licence.

File: AdminManual-V60x; Last Modified 09/2004



The OpenSource server project for sharing documents
and patient files in Integrated Care . I

Chapter IV SEHR Module Maintenance - ad N

SEHR Administrator's Quickguide r
*y

Chapter IV SEHR Module Maintenance
Updating the SEHR Core Module

* writing on progress *
_J_: 198.180.96.3 - PuTTY

[ Help ] |

This =cript i=s intended to:

1) to setup a SEHR communityi{zone) =erver for integrated care
23 update a running SEHR =erver (=s=cript=. database netadata)
3) reconfigure all or some parts of a running =ysten

Hotes before using the =cript:

— Beware that no users are attached!

— The SEHR kernel will be stopped
{uzing command 'rcSEHRSsrver stop')

U=zage: szetup.pl [options]
Options; —v get =omne infos of the current configuration
—r reconfigure SEHR system
—o change owner of running systen
-h thisz info
and zome 'unofficial' options for development and wery special
admnini=stration purposes -}

For any help use first the manuals, at least the README files
or contact me by mail

hansjhaase@ifeth org

Thank= for using SEHR.

han=sjhasa=se@n0201010;: voll sehrroot-shin > |

e

An important screen, i.e. before calling for technical support, is the information s?:reen:

198.180.96.3 - PuTTY

| Y e L‘

LDE Info:
—db file svollrssehrrootsdatasintraszec, gdb
— running releass ;19

Hodule Info

— PIK ; FPO301010
— Version: 6.0.1

— Release:! 19

For any help use first the manuals, at least the README files
or contact the SEHR developer team by mail:

sehr—support@lists. sourceforge . net

Thanks for uszing SEHR

root@0201010: svollssshrroot-shin > B
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